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The system should be able to perform and have capabilities the followings  
Secure data and devices:   
• Can be an appliance or run on VMWare  
• Must be secure software for Android, iOS, Windows, and macOS that help organizations 
effectively manage the use and security of their mobile endpoints.  
• Manage IT risks by offering an effective way to safeguard mobile, laptops, desktop and other 
network devices and the data they carry.  
• Ability to enforce safe passcodes, screen locks, work profiles, and containers, and encrypt all 
confidential content.  
•  Ability to enable organization become and stays compliant with increasing data protection 
regulations, such as GDPR and HIPAA.  
• Ability to deploying business policies, automating installations and patch management, and 
enforcing configurations, applications and more  
• Centralize management of devices enrollment cost-efficiently,  
• Should offer powerful API that will adjust to organizational needs.  
• Must be able to pull hundreds of data points from managed devices and translates the data into 
easy-to-understand yet insightful reports and visual dashboards.  
• Must be comprehensive and real-time analytics that lets you make informed decisions, know 
your devices inside out and manage security risks. 


